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MEMORANDUM FOR SEE DISTRIBUTION 

 

Subject: Office of Personnel Management Cyber-Security Breach of Security Clearance Applications 

Data 

 

 

1.  The U.S. Office of Personnel Management (OPM) recently became aware of a cyber-security incident 

affecting its systems and security clearance application data.  The incident compromised the personal 

information of security clearance applicants and non-applicants, predominantly spouses or co-habitants 

of applicants.  If an individual underwent a background investigation through OPM in the year 2000 or 

afterwards (which occurs through the submission of forms SF 86, SF 85, or SF 85P for new 

investigations or periodic reinvestigations), it is highly likely that the individual is impacted by this 

cyber-security breach.  

2.  For these applicants and spouses or co-habitants with stolen Social Security Numbers and other 

sensitive information from OPM databases, OPM and the Department of Defense (DOD) will work with 

a private-sector firm specializing in credit and identity theft monitoring to provide services tailored to 

address potential risks.  In the coming weeks, OPM will begin to send notification packages to these 

individuals that will provide greater detail on the services. 

3.  Additional resources will be forthcoming in the coming weeks such as a call center to respond to 

questions and provide more information.  In the interim, individuals are encouraged to visit the following 

site, https://www.opm.gov/cybersecurity, a new, online incident resource center to offer information or 

email DOD.DATA.BREACH.QUESTIONS@MAIL.MIL.  Individuals will not be able to receive 

personalized information until notifications begin and the call center is opened. 

 

4.  Enclosed are several other documents that provide greater detail on the incident, who was effected, 

OPM and DOD resources, and information on how to monitor your personal information and identity. 

 

5.  Questions regarding these instructions may be directed to CW4 Dale Williams, Deputy Director of 

Human Resources at 503-584-3853.  Additionally you may contact me via e-mail at 

dale.a.williams.mil@mail.mil.   

 

 

 

 

       DALE A. WILLIAMS 

       Deputy Director of Human Resources  

       Oregon National Guard 
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